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Solution
The bank chose Systems to implement Guardium from 
IBM’s security product suite. Systems seamlessly 
integrated Guardium with the client’s current environ-
ment, creating an ongoing, detailed audit stream of all 
database activities stored in a secure centralized reposi-
tory. This enabled our client to analyze and filter this 
data in real time, automatically generate customizable 
compliance reports, and electronically distribute them 
to oversight teams for sign-off and escalation. Our 
non-invasive implementation approach did not affect 
the client’s performance or require any changes to be 
made to databases or applications.

The solution helped implement change control policies 
for important values and oversee access to critical data. 
The client gained the ability to monitor security excep-
tions like failed logins, denied permission on selects, and 
SQL errors, and positively identify application user IDs 

associated with database queries and activities. Guardi-
um keeps track of all database traffic at the network 
level and monitors privileged local traffic using a 
lightweight software probe. Relaying relevant traffic to 
Guardium appliances for processing and analysis 
minimized effects on server performance.

Challenge
Our client is a major financial institution in Pakistan with 
more than 20 core banking databases. They faced 
difficulty in monitoring access to these databases, 
preventing unauthorized actions by insiders, creating a 
centralized audit trail for all their database systems, 
producing detailed compliance reports, implementing 
proactive security for critical events, ensuring data 
authenticity, and detecting SQL injection and similar 
database attacks. They needed a solution that enhanced 
database activity monitoring and provided real-time 
protection in order to comply with Pakistan’s regulatory 
requirements for banking.

Technologies

Results

Verifiable
audit trail

Continuous monitoring 
of structured and un-
structured data traffic

Centralized security 
policy management

Enterprise-wide 
data access policy 
enforcement

Immediate detection 
of potential intruders

Systems is a full-service technology consulting and business process outsourcing company. We deliver digital 
solutions and services to help our clients increase agility, control costs, and reduce business risk. We help you 
execute on your vision using enabling technologies and the industry’s most stable global talent pool.

Systems’ 40-year track record of successful delivery and production-ready solutions help our clients accelerate time 
to market and gain a competitive edge. Our strengths include ERP, business applications, data & AI, collaboration, 
eCommerce, mobility, and enterprise integration.

Systems has engineered high-performance, cost-effective solutions for some of the world’s best-known companies 
in banking, insurance, retail, consumer goods, supply chain, distribution, manufacturing, and other industries. We 
excel at delivering value and exceeding customer expectations.
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